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Phu luc
Thong tin ve cac lo hong bao mat

(Kem theo Cong van so /CATTT-NCSC ngay /  /2021
cua Cue An toan thong tin)

. Thong tin ve cac lo hong

TT Ma lOi Mux do mo ta

1 CVE-2021-21571 Trung binh 
CVSS (3.1): 5.9

Lo hong trong Dell BlOSConnect 

va Dell HTTPS Boot cho phep gia 

mao chung thu so.

2

CVE-2021-21572,

CVE-2021-21573,

CVE-2021-21574

Cao
CVSS (3.1): 7.2

Loi tran bo dem cho phep vuot qua 

cac co che kiem soat de thuc thi cac 

doan ma doc hai voi quyen nguoi 

dung quan tri.

Khai thac duoc khi co quyen truy 

cap cuc bo.

2. Cac san pham bi anh huOng

San pham anh 
huong

Phien ban 
BIOS can cap 

nhat
Supports

BlOSConnect
Supports 

HTTP(s) Boot
Ngay phat hanh 

(MM/DD/YYYY)

Alienware m15 
R6 1.3.3 Yes Yes 6/21/2021

ChengMing
3990 1.4.1 Yes No 6/23/2021

ChengMing
3991 1.4.1 Yes No 6/23/2021

Dell G15 5510 1.4.0 Yes Yes 6/21/2021
Dell G15 5511 1.3.3 Yes Yes 6/21/2021
Dell G3 3500 1.9.0 Yes No 6/24/2021
Dell G5 5500 1.9.0 Yes No 6/24/2021
Dell G7 7500 1.9.0 Yes No 6/23/2021
Dell G7 7700 1.9.0 Yes No 6/23/2021
Inspiron 14 
5418 2.1.0 A06 Yes Yes 6/24/2021
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Inspiron 15 
5518 2.1.0 A06 Yes Yes 6/24/2021

Inspiron 15 
7510 1.0.4 Yes Yes 6/23/2021

Inspiron 3501 1.6.0 Yes No 6/23/2021
Inspiron 3880 1.4.1 Yes No 6/23/2021
Inspiron 3881 1.4.1 Yes No 6/23/2021
Inspiron 3891 1.0.11 Yes Yes 6/24/2021
Inspiron 5300 1.7.1 Yes No 6/23/2021
Inspiron 5301 1.8.1 Yes No 6/23/2021
Inspiron 5310 2.1.0 Yes Yes 6/23/2021
Inspiron 5400 
2n1 1.7.0 Yes No 6/23/2021

Inspiron 5400 
AIO 1.4.0 Yes No 6/23/2021

Inspiron 5401 1.7.2 Yes No 6/23/2021
Inspiron 5401 
AIO 1.4.0 Yes No 6/23/2021

Inspiron 5402 1.5.1 Yes No 6/23/2021
Inspiron 5406 
2n1 1.5.1 Yes No 6/23/2021

Inspiron 5408 1.7.2 Yes No 6/23/2021
Inspiron 5409 1.5.1 Yes No 6/23/2021
Inspiron 5410 
2-in-1 2.1.0 Yes Yes 6/23/2021

Inspiron 5501 1.7.2 Yes No 6/23/2021
Inspiron 5502 1.5.1 Yes No 6/23/2021
Inspiron 5508 1.7.2 Yes No 6/23/2021
Inspiron 5509 1.5.1 Yes No 6/23/2021
Inspiron 7300 1.8.1 Yes No 6/23/2021
Inspiron 7300 
2n1 1.3.0 Yes No 6/23/2021

Inspiron 7306 
2n1 1.5.1 Yes No 6/23/2021

Inspiron 7400 1.8.1 Yes No 6/23/2021
Inspiron 7500 1.8.0 Yes No 6/23/2021
Inspiron 7500 
2n1 - Black 1.3.0 Yes No 6/23/2021

Inspiron 7500 
2n1 - Silver 1.3.0 Yes No 6/23/2021

Inspiron 7501 1.8.0 Yes No 6/23/2021
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Inspiron 7506 
2n1 1.5.1 Yes No 6/23/2021

Inspiron 7610 1.0.4 Yes Yes 6/23/2021
Inspiron 7700 
AIO 1.4.0 Yes No 6/23/2021

Inspiron 7706 
2n1 1.5.1 Yes No 6/23/2021

Latitude 3120 1.1.0 Yes No 6/23/2021
Latitude 3320 1.4.0 Yes Yes 6/23/2021
Latitude 3410 1.9.0 Yes No 6/23/2021
Latitude 3420 1.8.0 Yes No 6/23/2021
Latitude 3510 1.9.0 Yes No 6/23/2021
Latitude 3520 1.8.0 Yes No 6/23/2021
Latitude 5310 1.7.0 Yes No 6/24/2021
Latitude 5310 2 
in 1 1.7.0 Yes No 6/24/2021

Latitude 5320 1.7.1 Yes Yes 6/21/2021
Latitude 5320 
2-in-1 1.7.1 Yes Yes 6/21/2021

Latitude 5410 1.6.0 Yes No 6/23/2021
Latitude 5411 1.6.0 Yes No 6/23/2021
Latitude 5420 1.8.0 Yes Yes 6/22/2021
Latitude 5510 1.6.0 Yes No 6/23/2021
Latitude 5511 1.6.0 Yes No 6/23/2021
Latitude 5520 1.7.1 Yes Yes 6/21/2021
Latitude 5521 1.3.0 A03 Yes Yes 6/22/2021
Latitude 7210 
2-in-1 1.7.0 Yes No 6/23/2021

Latitude 7310 1.7.0 Yes No 6/23/2021
Latitude 7320 1.7.1 Yes Yes 6/23/2021
Latitude 7320 
Detachable 1.4.0 A04 Yes Yes 6/22/2021

Latitude 7410 1.7.0 Yes No 6/23/2021
Latitude 7420 1.7.1 Yes Yes 6/23/2021
Latitude 7520 1.7.1 Yes Yes 6/23/2021
Latitude 9410 1.7.0 Yes No 6/23/2021
Latitude 9420 1.4.1 Yes Yes 6/23/2021
Latitude 9510 1.6.0 Yes No 6/23/2021
Latitude 9520 1.5.2 Yes Yes 6/23/2021
Latitude 5421 1.3.0 A03 Yes Yes 6/22/2021
OptiPlex 3080 2.1.1 Yes No 6/23/2021
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OptiPlex 3090 
UFF 1.2.0 Yes Yes 6/23/2021

OptiPlex 3280 
All-in-One 1.7.0 Yes No 6/23/2021

OptiPlex 5080 1.4.0 Yes No 6/23/2021
OptiPlex 5090 
Tower 1.1.35 Yes Yes 6/23/2021

OptiPlex 5490 
AIO 1.3.0 Yes Yes 6/24/2021

OptiPlex 7080 1.4.0 Yes No 6/23/2021
OptiPlex 7090 
Tower 1.1.35 Yes Yes 6/23/2021

OptiPlex 7090 
UFF 1.2.0 Yes Yes 6/23/2021

OptiPlex 7480 
All-in-One 1.7.0 Yes No 6/23/2021

OptiPlex 7490 
All-in-One 1.3.0 Yes Yes 6/24/2021

OptiPlex 7780 
All-in-One 1.7.0 Yes No 6/23/2021

Precision 17 
M5750 1.8.2 Yes No 6/9/2021

Precision 3440 1.4.0 Yes No 6/23/2021
Precision 3450 1.1.35 Yes Yes 6/24/2021
Precision 3550 1.6.0 Yes No 6/23/2021
Precision 3551 1.6.0 Yes No 6/23/2021
Precision 3560 1.7.1 Yes Yes 6/21/2021
Precision 3561 1.3.0 A03 Yes Yes 6/22/2021
Precision 3640 1.6.2 Yes No 6/23/2021
Precision 3650 
MT 1.2.0 Yes Yes 6/24/2021

Precision 5550 1.8.1 Yes No 6/23/2021
Precision 5560 1.3.2 Yes Yes 6/23/2021
Precision 5760 1.1.3 Yes Yes 6/16/2021
Precision 7550 1.8.0 Yes No 6/23/2021
Precision 7560 1.1.2 Yes Yes 6/22/2021
Precision 7750 1.8.0 Yes No 6/23/2021
Precision 7760 1.1.2 Yes Yes 6/22/2021
Vostro 14 5410 2.1.0 A06 Yes Yes 6/24/2021
Vostro 15 5510 2.1.0 A06 Yes Yes 6/24/2021
Vostro 15 7510 1.0.4 Yes Yes 6/23/2021
Vostro 3400 1.6.0 Yes No 6/23/2021
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Vostro 3500 1.6.0 Yes No 6/23/2021
Vostro 3501 1.6.0 Yes No 6/23/2021
Vostro 3681 2.4.0 Yes No 6/23/2021
Vostro 3690 1.0.11 Yes Yes 6/24/2021
Vostro 3881 2.4.0 Yes No 6/23/2021
Vostro 3888 2.4.0 Yes No 6/23/2021
Vostro 3890 1.0.11 Yes Yes 6/24/2021
Vostro 5300 1.7.1 Yes No 6/23/2021
Vostro 5301 1.8.1 Yes No 6/23/2021
Vostro 5310 2.1.0 Yes Yes 6/23/2021
Vostro 5401 1.7.2 Yes No 6/23/2021
Vostro 5402 1.5.1 Yes No 6/23/2021
Vostro 5501 1.7.2 Yes No 6/23/2021
Vostro 5502 1.5.1 Yes No 6/23/2021
Vostro 5880 1.4.0 Yes No 6/23/2021
Vostro 5890 1.0.11 Yes Yes 6/24/2021
Vostro 7500 1.8.0 Yes No 6/23/2021
XPS 13 9305 1.0.8 Yes No 6/23/2021
XPS 13 2in1 
9310 2.3.3 Yes No 6/23/2021

XPS 13 9310 3.0.0 Yes No 6/24/2021
XPS 15 9500 1.8.1 Yes No 6/23/2021
XPS 15 9510 1.3.2 Yes Yes 6/23/2021
XPS 17 9700 1.8.2 Yes No 6/9/2021
XPS 17 9710 1.1.3 Yes Yes 6/15/2021

3. H^ong dan khac phuc
r

3.1. Doi vOi nhung may tmh cap nhat ban va BIOS

Co nhi6u each d6 cap nhat BIOS. Theo khuy6n nghi cua hang, nguoi dung 

co thl su dung mot trong cac each sau:

Cach 1: Cai dat ung dung cua Dell Notification d6 nhan thong bao tu dong 

va cap nhat khi co ban va moi.

Cach 2: Tai ban va va cai dat thu cong.

3.1.1. Cach 1: Cai dat wng dung ho tra cua DELL de nhan thong bao cap 

nhat va cap nhat khi co ban va moi.

a) Cai dat wng dung SupportAssist cua DELL
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- B1: Trny cap vao trang: https://www.dell.com/support/contents/en-
vn/article/product-support/self-support-knowledgebase/software-and- 
downloads/supportassist chon Download SupportAssist

- B2: Cai dat bo cai SupportAssistInstaller.exe

https://www.dell.com/support/contents/en-vn/article/product-support/self-support-knowledgebase/software-and-downloads/supportassist
https://www.dell.com/support/contents/en-vn/article/product-support/self-support-knowledgebase/software-and-downloads/supportassist
https://www.dell.com/support/contents/en-vn/article/product-support/self-support-knowledgebase/software-and-downloads/supportassist
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- B3: Sau khi cii dat, vao ung dung SupportAssist. Tai muc Get driver & 
Downloads chon Run di bit diu kiim tra cac ban va, cap nhat cua may

- B4: Sau khi chay, neu co ban cap nhat, ung dung se hien thong bao

+ Chon Update Now di kilm tra thong tin cac ban cap nhat da tai v6. Chon cac 
ban cap nhat duoc cai/khong duoc cai vao may bing cach hch vao o diu moi ban 
cap nhat
+ Chon Install di bit diu qui trinh cap nhat, khoi dong lai miy n£u ung dung yeu 
ciu



10

b) Cai flat ung dung DELL Update
- B1: Trny cap trang: https://www.dell.com/support/kbdoc/en-
vn/000177325/dell-command-update
+ Chon Version Dell Update va download ung dung

Dell C om m a nd  Update
S u m m a'y  Download Dell Com m and Update and reac release notes a n d  specifications.

a r t ic l e  c o n t e n t  A r t ic le  C o n te n t 

ARTICLE PROPERTIES
Symptoms

RATE THIS ARTICLE Dell Command | Update is a stand-alone application, for commercial client computers, that provides updates for system software that is released by 
Dell. This application simplifies the BIOS, firmware, driver, and application update experience for Dell commercial client hardware. This application 
can also be used to install drivers after the operating system and network drivers are installed based on the computer identity.

You can use KB article 180507: Dell Command Cloud Repository Manager to create a repository of computer updates for Dell commercial client 
devices and help further streamline update efforts. Dell Command | Update can be used at the endpoint to install these updates.

Note: Recommendations: Dell highly recommends applying the latest Dell Command | Update during your next scheduled update cycle. Updates 
contain feature enhancements or changes that improve the reliability and availability of your computer.

Dell Command | Update 4.2.1
Dell Command I Update 4.2.1 (released June 2021)

There are two downloads available for Dell Command | Update:

• Universal Windows Platform version for Windows 10 32 and 64 bit
•  Windows 32 and 64-bit version for Microsoft Windows 7.8 , 8.1 and 10

Documentation Links

+ Chon download tai trang vua ma ra sau khi click vao link tren

https://www.dell.com/support/kbdoc/en-vn/000177325/dell-command-update
https://www.dell.com/support/kbdoc/en-vn/000177325/dell-command-update
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Dell C om m a nd  | Update A pp lica t ion  fo r  W in do w s 10
This Universal Windows Platform (UWP) package contains the Dell Command Update for systems running the Windows 10 build 14393 (Redstone 1) or later. Dell Command Update is a 
stand-alone application for client systems, that provides updates for system software that is released by Dell. This application simplifies the BIOS, firmware, driver, and application update 
experience for Dell client hardware,

Get the latest driver
Please enter your product details to view the latest driver information for your system.

Enter Details

Fixes & Enhancements
- Enhanced download mechanism.
- Improved telemetry event logging mechanism.

Version Category
Version 4.2.1, A00 Systems Management

R elease date

04 Jun 2021

Importance
Recommended

Available formats

File Format:
File Name: 
Download Type:
File Size:
Format Description:

Update Package for MS Windows 32-Bit
Dell-Command-Update-Application-for-Windows-10_W1RMW_WIN_42.1_A00.EXE
HTTP
27.79 MB
Dell Update Packages (DUP) in Microsoft Windows 32bit format have been designed to run on Microsoft Windows 64bit Operating 
Systems. Dell Update Packages (DUP) in Microsoft Windows 64bit format will only run on Microsoft Windows 64bit Operating 
Systems. When selecting a device driver update be sure to select the one that is appropriate for your operating system.

- B2: Cai dat ung dung



12

D4LL

Dell C om m and | Configure v4.5.0.205

Resuming the InstallShield Wizard for Dell
Command | Configure

The InstallShieldfR) Wizard will complete the installation o f Dell
Command | Configure on your computer. To continuer dick
Next.

< Back CancelNext >

- B3: Sau khi cai dat, tai ung dung Dell Command Update, chon Setting

- B4: Tai cua s6 Setting, chon Update Settings de thiit lap ciu hinh cho viec cap 
nhat ban va

_ \ r 9 r

+ Muc 1: Tan suit kiem tra cac ban cap nhat (khuyen nghi de automatic updates) 
+ Muc 2: Cho phep ung dung thuc hien hanh dong khi phat hien ra ban cap nhat

r

moi (khyen nghi chon Download Updates)
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- B5: Tai cua s6 Setting, chon Update Filter d6 thi6t lap ciu hinh nhftng ban va 
duoc tai v6
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+ Recommendation level: Co thl tuy chon chi cap nhat nhftng ban va quan trong 
+ Update Type/Device Category. Chon nhftng phin cin tai ban cap nhat (BIOS, 
driver phin curng,...)

- B6: Sau khi thi6t lap xong, chon OK, sau do chon Check dl kilm tra cac ban 
cap nhat

CHECK

Welcome

Dell Command I Update checks online for the latest BIOS, driver, firmware, and Dell application
updates for your system The application downloads and installs the updates as well

Updates
To check for updates to your system click CHECK

O ptiP lex 7050
Service Tag

l ast Check

Last Update Advanced Driver Restore for Windows Reinstal ation
f you are restonng your systems device drivers from a fresh operating system installation,

click here to download and install a complete driver library
System information

a c t iv i ty  Log
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B7: Sau khi ki6m tra, chon View Details d6 ki6m tra thong tin cac ban cap nhat

Selected Updates (6 of 6; 447.1 MB)

*  Cntical Updates ( 2 of 2 .2 8 3  3 MB)

^  Recommended Updates ('4 of 4 . 163 8 MB)

O ptiP lex 7 0 5 0
Service Tag IQ44JL2

I ast Check \e .~

Automatically restart system (when required)Last Update

Jpdate H is to ry

System information

Activity Log

VIEW DET

+ Chon cac ban cap nhat dugc cai/khong dugc cai vao may bing each tich vao o 
diu moi ban cap nhat

- B8: Chon INSTALL d6 cai dat cac ban va dugc lua chon, khoi dong lai may 
hnh n6u ung dung yeu ciu
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3.1.2. Cach 2: Tai ban va va cai dat thu cong
- B1: Trny cap trang: https://www.dell.com/support/home/en-vn va tim ki6m theo 
Serivce Tag hoac Model cua may tmh c4n tai ban cap nhat tai muc Search 
Support

- B2: Chon muc Drivers & Downloads, chon Find drives va nhap vao o Keyword
thong tin ban va can cap nhat (trong bai huang dan cap nhat BIOS nen se nhap 
BIOS vao o Keyword)
+ Chon he di6u hanh dang su dung cua may

https://www.dell.com/support/home/en-vn
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- B3: Chon ban va dugc khuyen nghi (Kiem tra ngay Release) va chon Download

- B4: Cai dat ban va vna tai ve va khoi dong lai may neu dnoc yeu cau

3.2. Doi voi lu*a chon khong cap nhat ban va BIOS 
3.2.1. Truy cap vao BIOS thay doi cau hinh 
a) Tat tmh nang BIOS Connect:
- B1: Truy cap BIOS bang phfm F2
- B2: Do BIOS cac may khac nhau ma hnh nang BIOS Connect nam o vi tri 
khac nhau:
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+ BIOS > Update, Recovery > BIOS Connect > chuyln sang Off
+ BIOS > Settings > SupportAssist System Resolution > BIOS Connect > Bo
chon BIOSConnect
b) Tat tmh nang HTTPS Boot:
- B1: Trny cap BIOS bing pMm F2
- B2: Do BIOS cac may khac nhau ma tmh nang HTTPS Boot nam o vi tri khac 
nhau:
+ BIOS > Connection > HTTP (s) Boot > chuyln sang Off 
+ BIOS > Settings > SupportAssist System Resolution > HTTPS Boot > Bo 
chon HTTPS Boot
3.2.2. SU dung u*ng dung DELL Command
- B1: Cai dat ung dung o muc 1.1.2 (Buoc 1, 2)
- B2: Vao ung dung Dell Command Configure Wizard

- B3: Tai muc Create Multiplatform Packet, tai o tim ki6m nhap BIOSConnect 
+ Tim dong co Category la Support Assist; Name la BIOSConnect
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+ Tai cot Value to Set chon Disable

- B4: Tai muc Create Multiplatform Packet, tai o tim kiem nhap HTTPSBoot 
+ Tim dong co Category la Connection; Name la HTTPSBoot
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+ Tai cot Value to Set chon Disable

- B5: Sau khi thiet lap BlOSConnect va HTTPSBoot, chon EXPORT.EXE va 
chon noi luru file cau hinh

Nam e Date modified Type Size

S m u  Itiplatf orm_202106261302 6/26/2021 1:02 PM Application 9,92a KB
|j multiplatform_202106261302, sh 6/26/2021 1:02 PM SH File 2 KB]
I^J m u Itlplatform_202106261302_x 64 6/26/2021 1:02 PM Application 11,19a KB
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- B6: Chay file ciu hinh vua xuit ra va khai dong lai may di hoan tit thiit lap ciu 

hinh cho BIOS

4. Tai lieu tham khao
https://www.dell.com/support/kbdoc/en-vn/000188682/dsa-2021-106-dell- 

client-platform-security-update-for-multiple-vulnerabilities-in-the-supportassist- 

biosconnect-feature-and-https-boot-feature

https://www.dell.com/support/kbdoc/en-vn/000188682/dsa-2021-106-dell-client-platform-security-update-for-multiple-vulnerabilities-in-the-supportassist-biosconnect-feature-and-https-boot-feature
https://www.dell.com/support/kbdoc/en-vn/000188682/dsa-2021-106-dell-client-platform-security-update-for-multiple-vulnerabilities-in-the-supportassist-biosconnect-feature-and-https-boot-feature
https://www.dell.com/support/kbdoc/en-vn/000188682/dsa-2021-106-dell-client-platform-security-update-for-multiple-vulnerabilities-in-the-supportassist-biosconnect-feature-and-https-boot-feature

